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The magic of Rendezvous

If you want to access a Mac on your
network, Rendezvous lets you
automatically find it from Terminal’s
Connect to Server window.

Fe

Tutorial: Remotely and securely contro
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Task: Control your Mac from
anywhere in the world

Difficulty: Expert
Time needed: 30 minutes
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=~ Disaster has struck at iCreate Consultants. The junior Web
developer has just upgraded the Web server and completely
1- L replaced the company’s Web pages with the default pages.
Even worse, you're on holiday and nowhere near the backup
server. How can you fix the problem?

Fortunately, the Mac has a way for you to control it from
anywhere in the world, provided you have Internet access. Called
Remote Login (or SSH to be technical), it enables you to log in to
your Mac completely securely and use Unix commands to control it.
These commands are exactly the same as those you would use on
your Mac through Terminal, so you don’t have to learn anything new.
You can even SSH to one machine and then SSH from that machine
to another. Clever, huh?

Even better than that, SSH comes with a replacement for the
standard FTP server, called SFTP. FTP is a way for you to transfer files

between computers over the Internet. However, it isn’t very secure,
since it will send your password unencrypted. Anyone intercepting
communications with your Mac would be able to find out your
password and do anything you could do, including copy and delete
files. Fortunately, SFTP is as safe as houses and enables you to look
anywhere on your Mac that you're allowed to, unlike FTP. You also
need to enable FTP in the Sharing pane of your Systems Preference,
but SFTP is activated when you turn on Remote Login, so that’s one
fewer checkbox to remember.

What does all this mean? Well, even when you're on the other
side of the world, you can nip into Starbucks with your AirPort-
enabled iBook and log into your home Mac to grab that important
file you left behind, update it with the latest security patch or even
to back up your iBook in case you lose it. Read on to find out how
the whole thing works.



Step-by-step

Using Remote Login with Terminal
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1: Turn on remote login

Before you leave on your holiday, remember to click in
the ‘Remote Login" checkbox in the Sharing System
Preferences pane. That will activate SSH.

ene Terminal — ssh — 81x23
hot agree to the conditions stated in this warning.
icreate@backup.icreats.con's password:

sftps ls

\CFUserTextEncoding
.D3_Store

Trosh
.bash_history

I

sftp> get Backups.zip Backups.zip
Backups.zip 188%  53KB 912.8KB/s @60
sttps |

4: Grab the files...

List the files with ‘ls’. The command to download a file
is ‘get’, followed by its filename and what we want to
call it on our Mac (‘put’ will upload).

AT LOEING S __MALUSA/ BOCKUPS; + _TEEG00CK JpNp
inflating: Backups/GSimnards.jpg
inflating: __MACOSH/Backups/._GSimnards. jpg
infloting: Buckups/index.hitn

inflating: __MACOSH/Backups/._indsx.htm
infloting: Bockups/logo.gif
inflating: __MACOSH/Backups/._logo.gif
infloting: Bockups/oss:.htm
inflating: __MACOSR/Backups/._osx.htn
inflating: Backups/poulneunan. jpg
infloting: Bockups/PowerbookCandy . jpg
inflating: __MACOSH/Backups/._PowerbookCandy.jbg
infloting: Bockups/tharkyou.htm
inflating: __MACOSR/Backups/._tharkyouhtm
inflating: Backups/vidso.htm
inflating: __MACOSK/Backups/._wideo.htm
inflating: Backups/what.htn
inflating: MACOSE,/Backups,/ . _what .htm R4
server:~ icreate$ v Bockups#* /Library/iebServer/Docunentsl]

7: Replace the bad files

We can use the ‘mv’ command now to start replacing
all the files in the Web server directory with those
from the backup.

[CXSN:) Terminal — ssh — 80x24

Last login: Fri Nov 19 15:85:29 on ttypl
Welcome to Darwin!

iCrente-PouerBook:~ icreate$ ssh icreatedumw.icreate.con

The authenticity of host ‘wiw,icreote.com (18.8.1.2)' con't be established.

RSA key fingerprint is A8:a2:f2:cdz0d:94:60:00 :46:17 100 :97:17 sad:76:a1.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Pernanently odded 'wu.icreate.com' (RSA) to the List of knoun hosts.
iereatequin. icreate.con's passuord:

Welcome to Darwin!

server:~ icreate ||

2: Log in to the Web server

Your ID on the web server is ‘icreate’, so type ‘ssh
icreate@www.icreate.com’ in Terminal to access it.
You'll be asked if you trust it, so say ‘yes’.

eee Terminal — ssh — 81x23

icreateghackup. icreats .con's passuord:
sfttp> Ls

.CRUserTextEncading
.DS_Stare

JTrash
_bosh_history

Sites
sttps et Backups.zip Bockups Eip

Backups .zip 100K 53E 912.8KB/3 0000
sfip> bye

server:~ {create$ ||

5:...and run

Since we don’t want to do anything else, all that’s
needed now is to log out of the backup server using
the command ‘bye’.
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8: Check it worked

When this task is complete, it's a good idea to make
sure everything’s the way it should be by calling up
the Web page in Safari.

806 Terminal — ssh — 80x24

R3A key Tingerprint is 88:62:72:0:00:94:68 130146 11 180197 111 1ud: T8 al.

ATe ou sure you want to continue connecting (yes/no)? yes

Warning: Permanently odded ‘www.icrente.con' (RSA) bo the List of known hosts.
icreateduwy . ioreate.con's possvord:

Uielcane ta Daruin!

server:~ icreated sttp icrente@bockup.icrente.con

Connecting to backup. icreate.con. ..

The uthenticity of host 'backup.icreste.con {18.8.1.28)' can't be estoblished.
RSA key TINGSFpTING 15 ecich:b7:76icozedide 1dn:Bicl o4 4a:8e 122160 e,

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permonent Ly ocded ‘hm:kup.icreute.cum,lﬁ.af.zﬁ‘ (RS4) to the list of k
nown hosts.

THIS 15 A FRIVATE COMPUTER SYSTEM AND IS FOR AUTHORISED USE OMLY.

Any v all use of this systen ond all files on this systew noy be
intercepted and monitored.

Unauthorised or imaroper use of this systen may result in disciplinary
ond/or legal oction. By continuing to use this systew you indicate your
wareness of ond consert to these terms and conditions of use.

LOG OFF IMMEDIATELY if you are not an quthorised user of this system or do
not. agree to the conditions stated in this warning,
{crentetbackup. icreate.con's possword: [

3: Get the backups

Enter your password to finish logging in. The backups
are on another server with Remote Login enabled, so
you can use SFTP to get the files.

inflating: Backups/contact.htm

inflating: __MACOSK/Backups/._contact.htm

inf lating: Backups/desktop.htm

inflating: __MACOSK/Backups, ._desktop .htm

inf lating: Backups/fesdback.php

inflating: __MACOSX/Backups/._feedhack.php

inflating: Backups/GSinnards.Jpg

inflating: _MACOSK/Backups/._G5innards.dpg

inflating: Backups/index.htm

inflating: _ MACOSK/Backups/._index.htn

inflating: Backups/logo.gif

inflating: __MACOSK/Backups/._logo.gif

inflating: Backups/osz.hbn

inflating: __MACOSK/Backups/._osz.htn

inf lating: Backups/paulneunan . pg

inflating: Backups/PowsrbookCandy .ipg

inflating: __ MACOSK/Bockups/._PowerbookCandy.ipg

inf lating: Backups/thankyou.htn

inflating: __MACOSK/Backups/._thankyou.htn

inf lating: Backups/videa.htn

inflating: MACOSK,Backups,/ . _video.htm

inf lating: Backups/vhat htn

inflating: MACOSK/Backups,/ . _what .htm v
servers~ icreatet |

6: Big time

The files are inside a Mac 0S X archive. Use the ‘unzip’
command to extract them. An extra directory of Mac-
specific stuff is created, but you can ignore it.

inflating: __MACO3X/Backups/._GEinnards.jpg
inflating: Bockups/index.htm
infloting: __MACOS:/Bockups/._index.htm
inflating: Bockups/logo.gif
inflating: __MACO3X/Backups/._logo.gif
infloting: Bockups/osx.htm
inflating: __MACO3X/Backups/._osx.htm
inflating: Bockups/paulnewman.ipg
infloting: Bockups/PowerbookCondy.jpg
inflating: __MACOSX/Backups/._PowerbookCandy . jpg
inflating: Backups/thankyou.htm
infloting: __MACOS:/Bockups/._thonkyou.htm
inflating: Backups/video.htm
inflating: __MACO3X/Bockups/._video.htm
infloting: Bockups/whaot.htm
inflating: __MACO3X/Backups/._what.htm
server s~ icreqted mv Bockups/* ALibrory/Web3erver/Documents
server:~ icreatef exit
Logout
Connection to www.icreate.com closed. I
iCreate-PowerBook:~ icreate$

9: Take your leave

Since everything’s fine, log out of the Web server
using the command ‘exit’. You'll be back at the
Terminal prompt of your own computer.
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