AN

Tutorial: Troubleshoot a Web server with Unix

Our Web server’s gone down and we need to
get it back! Fortunately, with just a few Unix
commands we can find out what’s wrong and
then fix it - fast

" 47 Jimmy, the tech support at iCreate
Consultants, knows PCs backwards |
1 but hasn't a clue when it comes to e | sluerooth Seral Utitity Bluetooth Setup Assistant ColorSync Unlity
Macs. His visit to the server room has caused | A senne
ane of the 05 X Web servers to stop warking. | 8% Appiications
What has he done and how can we repair it?
Task: Diagnose and fixa ~ We don't have the time to get the key to the
Web server problem  server room back off Jimmy. Fortunately, our
using Unix 1 nowledge of Unix allows us to log in to the
Difficulty: Expert  coryer remotely, find out what the problem
Time needed: 20 minutes s and fix it - all in less time than it would
take to get the key and use 0S X's plethora _
of eye candy. | T mctures

——
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| Documents

H A i
| o o

Cansole Terminal Directory Access

Disk Unlity DigitaiColor Meter HP Printer Selector
20 ems, 3.08 CB avalable i

 Step-by-step | 05 X | Web server trickery with Un@

1: Find the server 2: World Wide Where?

(@08 . Temisal - bash — 80x24
i Lost login: Wed Jan 5 16:22:24 on ttypl
Welcome to Darwin!
server:~ icreated nziookup wwwl.icreate.coy
il Note: nslookup is deprecoted ond may be removed from future releases,
S8 Consider using the "gig' or "host' progroms instead. Run nslookup with
the “-zil[ent]’ option to prevent thiz messoge from oppearing.
. 18.8.1.2
18.6.1.2#63

Any or all use of this system ond all files on this system may be
intercepted ond monitored.

Unauthor ised or isproper use of this system moy result in disciplinary
ond/or legal oction. By continuing to use this systes you indicate your
awareness of ond consent to thess terms and conditions of use.

LOG OFF IMMEDIATELY if you are not on outhorised user of this system or do
not aogree to the conditions staoted in this worning.
icreotedewwl . icrégte . .com's possword:

Lost login: Wed Jan 5 16:25:49 2085 from 10.8.1.2

Welcome to Darwin|

wewl:~ icreate$ ps —ouxw | grep ‘httpd’ | grep -v ‘grep’

wwwl:~ icreate$ sudo SystemStarter start "Web Server”

Mome:  wewi,icreote .com
Address: 18.8.1.21

& server:~ icreate$ ping 18.8.1.21
=08 PING 10.8.1.21 (18.8.1.21): 56 data bytes
@ 64 bytes from 10.8.1 21: icmp_segel ttl=t4 time=2.174 ms
64 bytes from 18.8.1.21: icmp_seqs? thi=64 time=16.203 ms
AC
== 18.8.1.21 ping stotistics —
3 packets tronsmitted, 2 packets receivd
round-trip min/ovg/max = 2.174/9.1588/16 |203 ms
server:~ icreated ssh icreatedwel.icredte conf

: class is not {mplemented
pé: error detoching end
ph: error detoching enl
p6: error detoching fw@
Startup complete.

Hangup
wwwli~ icreate$ sudo pico fetc/hosteonfig

(D ‘PING' lets us check that the () Now we know it's working, () ‘sudo’ lets us run processes () 'systemStarter’ starts and stops
server is responding 10 petwork we an log into the server that vsually only the system processes 0S X starts during boot,
fequests (although secure servers using ‘ssh’. can run, by becoming the such as file sharing, FTP and the
won't respond). system’s “super-user”. Web server.

\_( ~ 'nslookup’ makes sure that That didn’t work - so Jimmy turned

finding server “www1” isn't the (L Press “Ctrl’ and 'C to stop any Unix () 'ps’ lists running Unix processes. We off the Web server using the Syste
problem and tells us what its command, including ‘ping’, if it search the list for the Web server - Preferences. Editing ’/etc/hostco
network address is. looks like it won't stop. ‘hitpd’ - using ‘grep’. There's nowt. will fix that.
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Getting used to Unix

~ Under the hood
. Sysiem Pratasacet EE e St B0 8 Much of 05 X is simply putting a pretty
£ A Na i Sheing. bR T D D Terminal — bash — $8%31 -~ face on existing Unix applications. The
i # sute/mostcont g - Sharing preference pane, for instance,

Show Al Displays Sound Nevwork  Startup Disk

is a user-friendly way of altering
several hidden text files.

-
# This fiim 12 maintained by the systes contro| ponels
=

# Metwork configuration

ome part of the process | L s
- Unix programs are known as ‘processes’ | Dther computars oo your lotal Subret can 10ach yOUr ... h;
. when they're running. They can be i computer 3t wwwl.ioea) i)

~ fully-fledged applications, such as Word
~ or iPhoto or they can be the menu bar, e s
. the personal file sharing service or

b Flrewali | internet

iy

i ; : C i ; e

~ something as simple as the clipboard. | § ’_‘_';“ ‘:"“" 22 chitom M sl

. Not all processes will appear in the | R nr::m e J < Roramnd e Saciog 00

~ Dock (including the Dock itself, of 5 d: 5. Wi g v | (oo )

~ course), but Unix lets you see them all ] " b | ik Stop toprewn s ot otbar
1 Tam alCe!

~ the same. 4 Remate Login | hes toldars om his compunee.

& = FTP Access

| [ Apple Remote Desktop i

Remote Apple Events

Printer Sharing i We're going to work in reverse and use
Unix to alter these text files to override
changes made using the System

| Preferences pane.

View this computer's website at hitp /000,12 17 or your pertonal website ot haip /i
HLDLZL clereate @

il
Click the lock to prevent further changes.

Your gateway to Unix
" How are we able to noodle around
with Unix in Mac 05 X? We're using
Terminal, a program that resides in
“Applications’, "Utilities’ and which
allows you to control 05 X's Unix core. =
We've been covering Terminal in-depth 4
since issue 13.

; _ Terminal — ssh — 80x24

1~ icreate$ sudo pico /eto/hostoonfig
wuwl:~ icrecte$ sudo SystemStarter staort “Web Server®
Welcome to Macintosh.
Initializing network
net: closs is not implemented
ip6: error detaching end
ip6: error dataching eni
1p6: error detoching fu@
Storting Apache web server
Processing config directory: /private/ete/htipd/users/*.conf
Processing config file: /private/etc/httpgd/users/icreate.conf
Processing config file: /privote/etc/httpfl/users/rob.conf
Processing config file: /privote/etc/httpfl/users/Tobadein.conf
Processing config file: /privote/etc/httpf/users/saroh.conf
[Wed Jor 5 16:34:10 2005] [warn] module mpd_phpS.c is already Ted. skipping
Jusr/sbin/apachect | stort: httpd started
Startup complete.

MAILSERVER=-ND-

NET INFOSERVER=—AUTOMATIC-
NFSLOCKS=—AUTOMATIC-
NISDOMA IN=-NO-
RPUSERVER=-AUTOMATIC-
TIMESYNCa-YES-

Hangup

wwli~ icreate$ ps -ouxw | grep ‘httpd’ | prep -v ‘grep’

root 6917 8.8 8.7 43748 4636 F7 Ss 4:34PM  B:08.59 Susr/sbin/hf§
ttpd
i 6918 2.9 8.8 43748 3\ Fr oS5 4:34PM  0:08.81 fusr/sbinsh!
thpd i
w1~ i $ exit]

writeOut 8 Read Fild Qi Prev Pg Cut Text [ Cur Pos
Justify whers is | [l Next Pg unCut Text{l] To Spell

3 When you're done, press ‘Ctrl” ‘ fete/hosteonfig’ controls the Q With ‘/etc/hostconfig’ edited, O As a final check, we run the
and ‘0’ to save the file. Accept services that System Preferences SystemStarter will now start the process-checking command
the default save location runs and some hidden ones, too. Web server. We get a series of again. This time, we geta
when prompted. Switch them on and off here. messages as it activates. couple of results. Hooray!
—(_) Pico is a text editor. The instructions L) Replacing *-NO-* with "-YES-', can Q) With our work successfully completed.
at the bottom tell you how to move get the Web server to respond to all that's left is to end the connection
around and save the file. the SystemStarter command. with ‘exit’.
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